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AKTyanbHICTb

1. CTPIMKMI PO3BUTOK rigpoaKkyCTUYHOI ranya3i

2. BiOACYTHICTb YHIBEpPCANbHOIO pilUeHHA ONA 3aXUCTY
aKyCTUYHNX CUCTEM



PopmanbHa nocTtaBKa 3aaavl

- CTBOpPUTU NpPOrpamHe PilLIEHHS, LLIO

1.

2.

[@apaHTye Be3neky cMcteMn MOLENBaHHSA rigpoakyCTUYHUX
npouecis.
Hagae HacTynHi piBHI 3aXUCTY:

* piBEHb aBTEHTUIKAUIT; g,
* piBEHb aBTOpPM3AUiIl; v
* piBEHb WNPPYBaAHHA OAHUX; /
* piBeHb HanaHcyBaHHA HaBaHTaXEHHS;
* piBeHb CTUCHEHHSA OaHUX.

%
;

€ aganTuBHMM, TODTO MOXXe DYyTK 3aCTOCOBAHUM
00 Oyab-AKOol CUCTEMM.

\* W\



[TOTOYHI pilleHHSA

Echoview — ue naket nporpam ans o6podku Ta MoaentoBaHHA rigpoakyCTUYHUX OaHUX.

aechoview

Heponiku:

* HerHy4ka KOHQoirypauia 6esneku.
* Cucrema 6e3nekn BbygoBaHa B NporpaMmHmMmn rnpoaykKr.
« Bwucoka BapTiCTb NPOrpamMHoOro piLleHHs.



I[HTerpauisa cuctemm

KnieHTn rigpoakycTtuyHoi cuctemm

K1

—— Cuctema mogentoBaHHA
K2 [iApOaKyCTUYHMX NPOLIECIB

K3




I[HTerpauisa cuctemm

KnieHTn rigpoakycTtuyHoi cuctemm

K1

Cuctema 3axucty

K2

K3

Cuctema mogentoBaHHA
rigpoaKkyCTUYHNX NPOoLEeCiB




ApXITeKTypa cuctemMm

e Anpo cucrtemn 3axucty

A

7~
-
s
/
/
/
/
/
i
4

6aJ'IaHCyBaHHFI HaBaHTaXeHHA
CTUCHEHHA

LWndppyBaHHSA
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ApxiTeKTypa cuctemm [1]

_——— KoHTponepun sidnosidatoms 3a crinikyeaHHs 3i 308HIWHIM c8imom.

KoHTponep 1 [ControllerR] sianosigae 3a
KOHTPOMb BCiX 3anuTiB A0 rgpoakyCTUYHOI
CUCTEMM.

KoHTponep 2 [ControllerC] Bignosigae 3a
HanawTyBaHHSA CUCTEMU 3aXUCTY.



Cepue cucrtemm 3axmcTty

BidrnoeidHo 0o HanawmyeaHk
cucmemu,

mym 30ilCHIOEMbBCS 3axucm
2i0poaKycmuy4Hoi cucmemu.

PiBHI 3axucty -—-



ApXxiTekTypa cuctemu | 3]

ba3sa daHux eidnoeidae 3a 3bepicaHHA ma weudkul docmyrn 00 HacmyrHUX daHux:

« [laHi Npo KOHirypawito cuctemMm 3axmucTy.

e [laHi Nnpo KopuUcTyBadiB Ta IX NOBHOBAXXEHHS.

« [aHi npo byab-aki B3aemogil 3 rigpoakyCTUYHOK CUCTEMOLO [or-
NOBiOOMITEHHS].




PiBeHb aBTeHTU@IKaull

[lepesipka 4yu Kopucmysad ICHye 8 cucmeMi ma 8asidysaHHs U020 J1I02iHy ma rnaporit.

[ JON Hydroacoustic System Client L EON ] Hydroacoustic System Client

Hydroacoustic System Client Hydroacoustic System Client

Start modeling Send data for modeling Stop modeling Start modeling Send data for modeling Stop modeling

The modeling has been started!

test data for modeling
test2 data for modeling ¥

Disable security

Disable security

_—---P-H- —l
andrew ..q Login You are logged in as andrew. Log out
Decryption Decryption
Algorithm Algorithm password Algorithm Algorithm password

Decrypt the last message Decrypt the last message

\ Start modeling Send data for modeling Stop modeling

lllegal credentials for user 'andrew'.
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PiBeHb aBTOpM3aLil
[lepesipka 4u Kopucmyeauy cripasdi Mae rno8HoOBaKeHHs 0111 BUKOHaHHS oriepaui.

Hydroacoustic System Client

{
"users": [
Hydroacoustic System Client {
"role": "APPRENTICE",
Start modeling Send data for modeling Stop modeling "name": ”JOhn" 4
"password"; "FFEE"
test data for modeling }
test2 data for modeling :l
User 'john' isn't allowed to perform this operation. ¥ }
"rules": [
Disable security {3},
{833,
You are logged in as john. Log out {
"role": "APPRENTICE",
) "allowedURIs": [
Decryption "/start"
Algorithm Algorithm password ;! . n
_links": {E=3}
Decrypt the last message }
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PiBeHb wWndpyBaHHA OaHUX

LLlucppysaHHs DaHUX arn2opummMoM 8KalaHUM 8 KOHiaypauii. Annreopummu - password based encryption

muriy.

PBEWithMD5ANdDES

Hydroacoustic System Client

Hydroacoustic System Client

Start modeling Send data for modeling | Stop modeling

W7DWN2u0gz5atyg85157Cw0Ohg1zDcPHa3M3svjz8ycg=

Disable security
You are logged in as andrew. Log out

Decryption

Algorithm Algorithm password

Decrypt the last message

Il/_-\\l
L

test data

test.data

PBEWithMD5ANdTripleDES

Hydroacoustic System Client

Hydroacoustic System Client

Start modeling

AY|BBAvgBV +XalLcDBapTZwEuHm{f/dyMEItxgPGEBv8heWCpVaw2h4YKKH+HTdVJrmDIhtqEvezM=

Send data for modeling

Stop modeling

Algorithm

Disable security

You are logged in as andrew.

Decryption

Algorithm password

Log out

Decrypt the last message
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PiBeHb WK pyBaHHA AaHuUX [1]

LemoHcmpauis dewugpysaHHs daHUX.

Hydroacoustic System Client

Hydroacoustic System Client

Start modeling Send data for modeling Stop modeling

6x21748vhoKuaeyzKK0S0snGRfDzq69N

Disable security

You are logged in as andrew. Log out
Decryption
Algorithm Algorithm password
PBEWithMDSANdTripleDES tobilko Decrypt the last message

test data I
test data

AnropuTm:

[Maponsb:

PBEWIithMD5ANdTripleDES
tobilko

ey

\/ '_' test.data
test data
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PiBeHb WK pyBaHHA AaHuUX [1]

LemoHcmpauis dewugpysaHHs daHUX.

Hydroacoustic System Client

Hydroacoustic System Client

Start modeling Send data for modeling Stop modeling

6x21748vhoKuaeyzKK0S0snGRfDzq69N

Disable security

You are logged in as andrew. Log out
Decryption
Algorithm Algorithm password
PBEWithMDSANdTripleDES tobilko Decrypt the last message

test data I
test data

AnropuTm:
Kntouy: tobilko

PBEWIithMD5ANdTripleDES

ey

\/ '_' test.data
test data
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PiBeHb 6anaHcyBaHHA HaBaHTaXXeHHS

Cucmema rnepedbavyae scmaHOBIIEHHS oKa3HUKa rporycKHOI 30amHocmi 2i0poaKycmu4Hoi cucmemu.

NMponyckHa CNPOMOXHICTb MO 3aMOBYYBaHHIO!

500 3arnumie 8 ceKyHoy
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PiBeHb CTUCHEHHS AaHUX

Cucmema nepedbayae MOX1UB0CMI CMUCHEHHS 0aHuUX O ix nepedadi o Mepexi.

CxemMun CTUCHEHHS, WO NiATPUMYHOTbCS:

» Gzip [no 3amoe4yeaHH0]
« Deflate
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KoHdpirypauisa cucrtemn

Bci HanawmyeaHHs1 32adaHi paHiwe € HarnawmygaHHSIMU 3a 3amogyy8aHHsIM. 15 6inbw
demaribHOI KOH@bieypauii MoxxHa sukupucmamu API.

API| nobygosaHo Ha MepexeBHOMY npoTtokoni HTTPs, Tomy Byab-siknin BUKIUK 40 HbOIo
MOXHa 34incHNTK 3a gornomoroto HT TPs-knieHTa.

POSTMAN

curl:/

SoapUI
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KoHdirypauia cuctemum [1]

[Tpuknad KoHi2ypysaHHs1 Ha rpuknadi sukopucmaHHs Postman.

Runner Import D_ Builder Runner Import D. Builder
No Environment No Environment
® e localhost:5000/a; @ [ ] ® e ® http://localhost:c5 @
GET localhost:5000/api/profile Params Send N Save GET hrtp:ﬁlocalhost:SOUOIap\Iusersi Params Send N Save
Headers (1) Cod Authorization
Key Value Description Bulk E Presets ¥
Authorization Basic YWSkcmV30jEyMw== Type No Auth
Body 3 Status: 200 OK me: 42 ms
Body (3) Status: 200 OK Time: 25 ms
— JSON >
Pretty SON -
1+ { "
B N . _embedded”: {
2~ _Lu;\ks ‘”{ "users": [
- self": {

"href": "http://localhost:5000/api/profile” "role": "ADMIN"

2 %' " "name": "andrew",
b~ ules": { ) ) “password": "123",
7 "href": "http://localhost:5000/api/profile/rules” " links": {
i %. X "self": {
9+~ users": { ) ‘ "href": "http://localhost:5000/api/users/1"
10 "href": "http://localhost:5000/api/profile/users” }
T ! 12 » "user”: {
1f } 13 "href": "http://localhost:5000/api/users/1"
13 } 14 }
15 }
16 +
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BNCHOBKU

* PesynbtaTtom poboTH € NPOrpamHmMim NPOAYKT, HANMCAHUN HA MOBI
Java, Wo BMUCTYyNa€E cepBepom-nocepeaHUKOM MiK CUCTEMOLO
MOAeNt0BaHHA rNApPOaKyCTUYHMUX NPOLECIB Ta 30BHILUHMM CBITOM.

* [Iporpama B NOBHIN Mipi peani3oBYE BCi NOCTaB/IEHI Nepea Heto
3aBAAHHA.

e [lna pemoHcTpadii pobotn moaynsa, byno cTBoOpeHa TeCcToBa CUCTEMA
MOAENOBAHHA rigpoakyCTUYHUX NpoueciB. TeCTyBaHHA BCiX PYHKLLIN
6yno ycniwHo NpoBeAeHo Ha Hil.



